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Safety Instructions

Safety Instructions ¢ English

Istruzioni di sicurezza e Italiano

& WARNING: This symbol, Zﬁ, when used on the product, is intended
to alert the user of the presence of uninsulated dangerous voltage
within the product’s enclosure that may present a risk of electric
shock.

AVVERTENZA: Il simbolo, &, se usato sul prodotto, serve ad
avvertire 'utente della presenza di tensione non isolata pericolosa
all’interno del contenitore del prodotto che pud costituire un rischio di
scosse elettriche.

ATTENTION: This symbol, A\, when used on the product, is intended
to alert the user of important operating and maintenance (servicing)
instructions in the literature provided with the equipment.

For information on safety guidelines, regulatory compliances, EMI/EMF
compatibility, accessibility, and related topics, see the Extron Safety and
Regulatory Compliance Guide, part number 68-290-01, on the Extron
website, www.extron.com.

Sicherheitsanweisungen ¢ Deutsch

ATTENTZIONE: |l simbolo, A\, se usato sul prodotto, serve ad
avvertire I'utente della presenza di importanti istruzioni di
funzionamento e manutenzione nella documentazione fornita
con I'apparecchio.

Per informazioni su parametri di sicurezza, conformita alle normative,
compatibilita EMI/EMF, accessibilita e argomenti simili, fare riferimento
alla Guida alla conformita normativa e di sicurezza di Extron, cod. articolo
68-290-01, sul sito web di Extron, www.extron.com.

WARNUNG: Dieses Symbol A\ auf dem Produkt soll den Benutzer
darauf aufmerksam machen, dass im Inneren des Gehauses dieses
Produktes geféhrliche Spannungen herrschen, die nicht isoliert sind
und die einen elektrischen Schlag verursachen kénnen.

VORSICHT: Dieses Symbol A\ auf dem Produkt soll dem Benutzer in
der im Lieferumfang enthaltenen Dokumentation besonders wichtige
Hinweise zur Bedienung und Wartung (Instandhaltung) geben.

Weitere Informationen Uber die Sicherheitsrichtlinien, Produkthandhabung,
EMI/EMF-Kompatibilitdt, Zuganglichkeit und verwandte Themen finden Sie in
den Extron-Richtlinien fir Sicherheit und Handhabung (Artikelnummer
68-290-01) auf der Extron-Website, www.extron.com.

Instrucciones de seguridad ¢ Espafiol

ADVERTENCIA: Este simbolo, A, cuando se utiliza en el producto,
avisa al usuario de la presencia de voltaje peligroso sin aislar dentro
del producto, lo que puede representar un riesgo de descarga
eléctrica.

ATENCION: Este simbolo, &, cuando se utiliza en el producto, avisa
al usuario de la presencia de importantes instrucciones de uso y
mantenimiento recogidas en la documentacién proporcionada con el
equipo.

Para obtener informacién sobre directrices de seguridad, cumplimiento

de normativas, compatibilidad electromagnética, accesibilidad y temas
relacionados, consulte la Guia de cumplimiento de normativas y seguridad
de Extron, referencia 68-290-01, en el sitio Web de Extron, www.extron.com.

Instructions de sécurité ¢ Francais

AVERTISSEMENT :  Ce pictogramme, A\, lorsqu’il est utilisé sur le
produit, signale a I'utilisateur la présence a I'intérieur du boitier du
produit d’une tension électrique dangereuse susceptible de provoquer
un choc électrique.

ATTENTION : Ce pictogramme, &, lorsqu’il est utilisé sur le produit,
signale a I'utilisateur des instructions d’utilisation ou de maintenance
importantes qui se trouvent dans la documentation fournie avec le
matériel.

Pour en savoir plus sur les regles de sécurité, la conformité a la
réglementation, la compatibilité EMI/EMF, I'accessibilité, et autres sujets
connexes, lisez les informations de sécurité et de conformité Extron, réf.
68-290-01, sur le site Extron, www.extron.com.

Instrukcje bezpieczenistwa ¢ Polska

OSTRZEZENIE: Ten symbol, &, gdy uzywany na produkt, ma na celu
poinformowac uzytkownika o obecnosci izolowanego i niebezpiecznego
napiecia wewnatrz obudowy produktu, ktéry moze stanowi¢ zagrozenie
porazenia pradem elektrycznym.

UWAGI: Ten symbol, &, gdy uzywany na produkt, jest przeznaczony do
ostrzegania uzytkownika wazne operacyjne oraz instrukcje konserwacji
(obstugi) w literaturze, wyposazone w sprzet.

Informaciji na temat wytycznych w sprawie bezpieczenstwa, regulacji
wzajemnej zgodnosci, zgodnos¢ EMI/EMF, dostgpnosci i Tematy pokrewne,
zobacz Extron bezpieczenstwa i regulacyjnego zgodnosci przewodnik, cze$é
numer 68-290-01, na stronie internetowej Extron, www.extron.com

UHCTpyKuMe Mo TexHuke 6e3onacHocTu © Pycckui

NPEAYNPEXAEHUE: [anHbiii cumson, A\ ecnn ykasaH
Ha NPoAykTe, NpeaynpexaaeT nofb30BaTens O HaNn4mMm
HEN30IMPOBAHHOIO OMACHOr0 HaNpPsXXeHUs BHYTPM Kopryca
NnpoAaykTa, KOTOPoe MOXET NPUBECTU K MOPAXKEHUIO
3NEKTPUYECKMM TOKOM.

BHUMAHME: [JanHbiin cumeon, A\ ecnu yKasaH Ha npoaykTre,
npenynpexanaeT nonb30BaTesNs O HAMYUN BaXHbIX MHCTPYKLMNIA
no aKcryataumm n ob6CnyxXmBaHuio B pyKOBOACTBE,
npuiaraeMom K 4aHHOMY 060pyA0BaHMUIO.

[Ons nonydyeHns nHdopmaumm o npaBuiax TEXHUKN 6e30MacHOCTH,
co6noAeHN HOPMATUBHBIX TPEGOBAHWIA, SNEKTPOMArHUTHOM
coBmecTuMocTn (OMI1/34C), BO3MOXHOCTM A0CTyna 1 Apyrux
BOMPOCax CM. PyKOBOACTBO N0 6€30MacHOCTM 1 COONoAeHNI0
HOpMaTMBHbIX TpebGoBaHuin Extron Ha caiite Extron: ,
www.extron.com, HOMep Mo katanory - 68-290-01.
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Conventions Used in this Guide

Notifications

The following notifications are used in this guide:

| NOTE: A note draws attention to important information.

Specifications Availability

Product specifications are available on the Extron website, www.extron.com.

Extron Glossary of Terms

A glossary of terms is available at http://www.extron.com/technology/glossary.aspx.
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Introduction

Overview

This reference guide is part of a collection of documents that cover different aspects of
802.1X support for Extron devices. Reference each as necessary.

e 802.1X Primer White Paper — a synopsis for the implementation and support of
the 802.1X feature

e Security section of the Toolbelt help file — a step-by-step instructional guide for
setting up and troubleshooting Extron devices for use on an 802.1X network

e 802.1X Technology Reference Guide (this document) — a high-level guidebook to
the 802.1X technology with general setup and troubleshooting instructions.

This reference guide provides a general overview of the 802.1X networking standard,
prerequisites for setting up Extron devices using the 802.1X standard, and basic
troubleshooting information. This document is meant to be used as a reference guide for
Extron products that support 802.1X. For other general information on 802.1X, visit the
IEEE Standard Association web site or consult with your IT department.

This section provides a brief introduction to the 802.1X networking standard.

IEEE 802.1X is a networking standard that enables port-based network access control
via an authentication server. The protocol requires that all Extron devices that wish to
connect to the secure side of the network get authenticated before gaining any network
privileges.

802.1X authentication involves three parties:

e Supplicant — a user or device that requests access to a network that supports
802.1X

e Authenticator — a device (switch or Wireless Access Point [WAP]) that controls
the supplicant network access to the LAN/VLAN. The authenticator acts as an
intermediary between the supplicant and the authentication server; during the
authentication process, it transmits information from one entity to the other until
the authentication server sends an authentication resolution. If the authentication
is successful, the switch port becomes authorized. If unsuccessful, the port is
restricted and is either left without network access, or re-directed to VLAN with
limited services.

e Authentication Server — a device that grants or denies network access to the
supplicant. In the authentication process, the authentication server validates the
identity of the supplicant and notifies the authenticator whether or not the supplicant
is allowed to use the network.

802.1X Technology ¢ Introduction 6



Topology

Thanks to the new Extron 802.1X implementation, the Extron IPL Pro Control Processors
can now be configured as supplicants on a privileged (secure) infrastructure. Before
connecting the control processors to a network with 802.1X support, these devices
must be configured via Extron Toolbelt software. Once authenticated successfully,

the control processors are able to join and communicate on the network. The Extron
802.1X Topology figure on the next page shows the different configurations that can be
achieved through the Extron 802.1X implementation.

For simple use, any IPL Pro Control Processor can be configured as a supplicant
and connected to the 802.1X network via LAN. The IPCP Pro 250 in the 802.1X
Topology figure is configured and connected in this manner.

For a more compound use, controllers with AV LAN features can be configured as
supplicants and connected to the 802.1X network via LAN. The devices connected
on the AV LAN are in their own (secluded) network, and therefore are not considered
to be supplicants. The IPCP Pro 255, along with the connected AV LAN devices
(IPL Pro S3 and TLP Pro 725M) in the 802.1X Topology figure are configured in this
manner.

For a more utilitarian use, a control processor with an embedded LAN switch can
be configured as a supplicant. More supplicants can be connected to the device to
increase the number of authorized devices per 802.1X port. The IPCP Pro 350 in the
802.1X Topology figure is configured in this manner.

802.1X Technology ¢ Topology 7
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Figure 1.  802.1X Topology
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Prerequisites

This section contains information regarding the elements that are needed prior to
configuring Extron devices for 802.1X.

e Security Certificates

e Supported Authentication Protocols

Security Certificates

Security certificates are electronic documents which contain information that uniquely
identifies each certificate owner. Depending on the intended method of authentication
and the network requirements, these certificates may be required in order to set up
802.1X authentication on Extron products.

Certificate and private key files to be loaded to Extron devices must adhere to the X.509

standard. This standard specifies both the format and information the certificate must
have. For more information regarding X.509 certificates, consult with the International
Telecommunications Union (ITU) website.

Certificate File Requirements
e Valid Certificate File extensions: .pem, .crt
e |f .pem, the code inside the file should resemble:

[Certificate File content]
----- END CERTIFICATE-----

The box and the software might prevent the user from loading certificates that have
metadata (lines or characters above and below the “~BEGIN. ..” and “—END...”
lines) in them. If you have any trouble loading a . pem certificate, open a text editor
(like Notepad ++) and check the file for:

e Empty lines above or below the “-BEGIN. ..” and “—END. . .” lines
e |nformation or extra characters above and below the “—BEGIN. . .” and
“—END..."” lines

NOTE: DER encoded files (files with the following extensions: .der, .crt, .cer
and encoded in DER binary) must be converted to a PEM encoding file type
(-pem) before being utilized for authentication.

e The file name MUST be 5-128 characters long, and CAN include:

e Alphanumeric characters (A-Z, a-z & 0-9)

e The following special characters: period (.), underscore (_), hyphen (-)
e Certificate types:

e  (Certificate Authority

e Machine

802.1X Technology ¢ Prerequisites
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CA Certificate requirements

Digital certificates are issued by a Certificate Authority (CA) to validate a trusted server
and its identity on the supplicant (client) end. For CA Certificates, the trusted path of root
(and, if applicable, intermediate) certificates must be loaded to the Extron device in a
single file.

Also, when using CA certificates, the Extron device date and time must be set up
correctly. Incorrect date and time settings can cause authentication failure.

Currently .crt, and . pem are the only acceptable file extensions for these certificate
files. Consult other file requirements in the certificate file requirement section.

Private Key File Requirements

Private key files are used in the encryption/decryption of data sent between the server
and connecting clients. Private key files and Certificate Signing Requests (CSR) have
a one-to-one correspondence. Certificates generated with a particular CSR, will only
work with the corresponding private key file. All machine certificates require their
corresponding private key file to work.

e Valid certificate file extensions: . pem, .key
e If .pem, the code inside the files should resemble:
e |f encrypted:

————— BEGIN EMCRYPTED PRIVATE KEY-----
[Private Key File content]
----- END ENCRYPTED PRIVATE KEY-----

e |f not encrypted:

The box and the software might prevent the user from loading certificates that

have metadata (lines above and below the “~BEGIN. . .” and “—END. . .” lines)

in them.

If you have any trouble loading the certificate check the file for:

e empty lines above or below the “-BEGIN...” and “—END. . .” lines

¢ Information or extra characters above and below the “-BEGIN. ..” and
“—END...” lines

NOTE: DER encoded files (files with the following extensions: .der and
encoded in DER binary) must be converted to a PEM encoding file type (. pem)
before being utilized for authentication

e The file name MUST be 5 - 128 characters long, and CAN include:
e Alphanumeric characters (A-Z, a-z & 0-9)
e The following special characters: period(.), underscore(_), hyphen(-)

802.1X Technology ° Prerequisites 10



Supported Authentication Protocols

EAP-TLS and PEAP-MSCHAPV2 are the two authentication protocols supported by
Extron products. Each protocol requires different information to be set up successfully.

Use the Extron Toolbelt software to complete the individual setup of the desired
supplicants (see Configuring an Extron Device on the next page). For detailed
instructions on how to manage certificates and how to set up 802.1X on Extron
products, see the Toolbelt Help file.

EAP-TLS Requirements
e Identity (as stored in the Active Directory)
e Supplicant certificate
e CA certificate (optional)

PEAP-MSCHAPV2 Requirements
e Anonymous identity (optional)
e PEAP-MSCHAPV2 version number
e Username (as stored in the Active Directory)
e Password (as stored in the Active Directory)
e CA certificate (optional)

802.1X Technology ¢ Prerequisites 11



Configuring an
Extron Device

This section contains an overview of the 802.1X setup process for Extron devices.
e Step 1 — Enabling 802.1X on an Extron Device

e Step 2 — Connecting an Extron Device to an 802.1X Network

e Step 3 — Validating 802.1X Authentication of the Extron Device

Step 1 — Enabling 802.1X on an Extron Device

Extron devices must be set up on a non-802.1X network prior to connecting to a
network with 802.1X authentication support.

Non-802.1X
- Network "

Toolbelt

IPCP Pro 350
Extron

Figure 2. Enabling 802.1X on an Extron Device

Before attempting to enable 802.1X, ensure that Extron device and PC are on the same
non-802.1X network

To enable 802.1X:
1. Manage the Extron device within the Toolbelt software.

2. Onthe Security tab, check the Enable IEEE 862.1X Authentication
checkbox (see the Toolbelt Help file for more details).

3. After applying the settings, reboot or power-cycle the Extron device.

802.1X Technology ® Configuring an Extron Device 12



Step 2 — Connecting an Extron Device to an 802.1X Network

Ipcp Pnguaso 2 1X Switch 802.1X

F=p=—_Network

IPCP Pro 350

Extron IPCP PRO 255

IPCP Pro 255 TLP Pro 1025M

Authenticated Extron Devices

Figure 3.  Connecting an Extron Device to an 802.1X Network
Before attempting to connect to an 802.1X network, ensure that:
e The Extron device currently has 802.1X enabled

e 802.1X security certificates and settings were successfully applied to the Extron
device

To connect to an 802.1X network:
1. Disconnect the Extron device from the current non-802.1X network.
2. Connect the Extron device to the 802.1X network.

802.1X Technology ¢ Configuring an Extron Device 13



Step 3 — Validating 802.1X Authentication of the Extron Device

802.1X
Network

i

802.1X Switch

E

Toolbelt

IPCP PRO 350 Coooes

TLP Pro 1025M

IPCP Pro 350

Authenticated Extron Devices

Figure 4.  Validating 802.1X

An authenticated PC running the Toolbelt utility can validate whether or not the 802.1X
setup was successful. Figure 4 shows a basic setup for validating 802.1X on a Extron
device.

Before validating the 802.1X authentication, ensure that:

e The Extron device and the PC are connected to the 802.1X network
e 802.1X security certificates and settings were successfully applied
To validate the 802.1X authentication:

1. Open the Toolbelt software on the PC.

2. Gotothe Logs tab and check the Event Logs for a Successful Authentication
message.
or
Go tothe Utilities tab and use the Proxy Ping utility to ping Extron devices
that are already authenticated on the same 802.1X network (see the Toolbelt Help
file for more information).

802.1X Technology ¢ Configuring an Extron Device 14



Troubleshooting

NOTE: Please use the latest versions of firmware and Toolbelt to enable
access to the Security tab, which allows users to enable IEEE 802.1X
authentication and manage certificates.

This section contains basic troubleshooting information. Most of the 802.1X
troubleshooting can be done from within the Toolbelt software. Many of the error and
authentication messages are displayed in the supplicant Logs and Security tabs.
The messages displayed are the most helpful way for a user to obtain information about
failed authentications.

If experiencing difficulties during the authentication process and no message is
displayed in the event logs, try the network and device settings troubleshooting
techniques listed below.

e If a device cannot authenticate and all 802.1X settings appear correct:

e The authentication process can take a minute or two to complete. Make sure to
give enough time for the logs to show the status. Interrupting the authentication
process by unplugging the network cable too soon may cause unexpected
failures.

e Check the supplicant event log messages for more information.
¢ |If event logs are not displayed:
e Check the supplicant general settings for any errors.

e |f using CA and machine certificates, verify that the supplicant date and time
settings match the system settings. Incorrect date and time information can
cause issues with the validity period of a certificate.

e When setting up an Extron device for 802.1X, verify the supplicant
network settings. IP address, subnet mask, and gateway IP addresses
are fundamental for communication with the authenticator and the
authentication server.

e Check the LINK LED on the device.

e If not blinking, the port request might have been rejected and the device
is “Not Authorized” on the network. Power cycle the device to re-attempt
authentication.

e |f blinking, the device is exchanging communication packages. Power cycle
the device and check for event log messages.

The following tables contain the error messages related to 802.1X and possible
resolutions. If the procedures in this section do not resolve the problem, contact your
technical support team for further network troubleshooting help. If additional help is
necessary, contact Extron support.

802.1X Technology ¢ Troubleshooting 15



Certificate Manager Messages

Message

Possible Cause

Possible Resolution

Upload successful

Attempt to upload certificate
succeeded

Your settings were saved
successfully

All settings saved successfully

We were unable to upload
your certificate. Please
check the file and try
again.

Key filename or certificate
contains invalid characters

Key filename or certificate
filename length error

Private key file or
Certificate file contains
unknown label header or
footer

File provided is a certificate
request and not a
certificate.

Confirm that your certificate

or private key file name only

contains:

e Alphanumerical
characters A-Z, a-z, 0-9

e Special characters:
period, colon,
underscore, hyphen

e |s within the character
length limit (5-128
characters)

Confirm that your certificate

or private key file:

e Contains the expected
file extension (. crt,
.pem, .key)

e Contains a valid PEM
encoded header and
footer (BEGIN and
END lines with no extra
characters above or
below)

Certificate file does
not follow security
requirements

Private key file does
not follow security
requirements

Certificate is incorrectly
formatted

Certificate is not a PEM
encoded file

Certificate has wrong
number of characters per
line

Missing or corrupt label
(first and last line)

Confirm that your certificate
follows certificate file
requirements or contact the
person who supplied the
files

Private key file password
is not correct

Private key password input
incorrectly

Incorrect password for the
private key file

e Correct the password in
the certificate manager

e Confirm the password
and the private key file
belong together

Certificate and private key
files do not match

Private key and password
are okay but do not go
together

Confirm the certificate
and private key file belong
together

802.1X Technology ¢ Troubleshooting
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Event Log Security Messages

ID Message Possible Cause Possible Resolution
1103 | <Machine Certificate Machine certificate was
File Name> with alias successfully loaded onto the Extron
<Alias>: Certificate Upload device.
Successful
1104 | <Machine Certificate CA or machine certificate was
File Name> with alias removed from the Extron device
<Alias>: Certificate Removed | and replaced by a new one.
1107 | <CA Certificate File
Name> with alias <Alias>:
Certificate Removed
1105 | <Machine Certificate CA or machine certificate was
File Name> with alias removed from the Extron device.
<Alias>: Certificate Removed
1108 | <CA Certificate File
Name> with alias <Alias>:
Certificate Removed
1106 | <CA Certificate File CA certificate was successfully
Name> with alias <Alias>: loaded onto the Extron device.
Certificate Upload Successful
1201 | 802.1X authentication Extron device authenticated
successful successfully on the intended
network.
1202 | 802.1X authentication Failed: Username/password for the loaded | Confirm credentials
Invalid user credential certificate may: (username, password, or
e Be inputted incorrectly machine certificate) are
+ Not match the credentials stored | €Orrect, and if needed, re-
on the network upload and re-apply.
Loaded certificate may be:
e Corrupted
e Registered to an unauthorized
user on the network
1203 | 802.1X authentication Failed: Loaded certificate may: e Confirm appropriate CA
Authentication server identity e Not be issued by a trusted certificate is used.
_does_not match the expected Certificate Authority e Ensure all necessary
identity * Have a broken certificate path certificates are used in
the file.
1204 | 802.1X authentication Failed: Extron device failed to get a
The supplicant is not on resolution from the 802.1X network
802.1X network within the set time frame.

802.1X Technology ¢ Troubleshooting

17




ID Message Possible Cause Possible Resolution
1221 | <CA Certificate File Authentication date has exceeded | e Confirm the expiration
Name> with alias <Alias>: certificate expiration date. date on the certificate.
Certificate Expired e Confirm the appropriate
1222 | <Machine Certificate File date and time settings
Name> with alias <AIias>: on the Extron device.
Certificate Expired
1223 | <Machine Certificate
File Name> with alias
<Alias>: Certificate Expired
1230 | 802.1X is disabled and reboot | 802.1X was disabled manually. Reboot the device to

required

complete the operation.
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Glossary

Active Directory — Directory service that enables centralized and secured management
of network resources.

Authentication Server — Device that grants or denies network access to the
supplicant. In the authentication process, the authentication server validates the identity
of the supplicant and notifies the authenticator whether or not the supplicant is allowed
to join the network.

Authenticator — Device (switch or Wireless Access Point) that controls the supplicant
network access to the LAN/VLAN. The Authenticator acts as an intermediary between
the supplicant and the authentication server; during the authentication process, it
transmits information from one entity to the other until the authentication server sends
an authentication resolution. If the authentication is successful, the switch port becomes
authorized. If unsuccessful, the port is restricted either left without network access or it
gets re-directed to VLAN with limited services. This may vary depending on IT network
policy.

CA Certificate — Digital certificate issued by a Certificate Authority to validate a trusted
server identity on the supplicant (client) end. For CA Certificates, the trusted path of root
(and, if applicable, intermediate) certificates must be loaded to the device in a single file.

Certificate Path — Visual representation of the chain of trusted certificates from the
supplicant to one root with one or more Intermediate certificates in between

EAP-TLS — Extensible Authentication Protocol - Transport Layer Security (EAP-TLS) is
an authentication framework that uses a TLS session with digital certificates to carry on
authentication between the client and authentication server .

IEEE 802.1X — Institute of Electrical and Electronics Engineers (IEEE) standard
that enables port-based Network Access Control (PNAC). The standard provides a
mechanism for client devices, upon request and approval, to communicate on the
“secure” side of any configured LAN or WLAN.

Machine Certificate — Digital certificate that has information about the authenticity
and identity of a device or workstation, so that the identity of the Extron device can be
validated. Machine certificates generated for our devices must be assigned a unique
alias, and have a private key file and a private key password*. Currently .crt, and .pem
are the only acceptable file extensions for certificate files.

NOTE: *The password can be an empty password if the private key is not
encrypted.

Private Key File — File used in the encryption/decryption of data sent between the
server and connecting clients. Private key files and Certificate Signing Requests (CSR)
have a one-to-one correspondence. Certificates generated with a particular CSR, will
only work with the corresponding private key file. All machine certificates require their
corresponding private key file to work.

Private Key Password — The second layer of security to the EAP-TLS method. This
password is used to protect the supplicant private key.

e Optional (0 - 256 characters)
e All ASCII printable characters
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Protected EAP (PEAP) — Protected Extensible Authentication Protocol (PEAP).
Authentication framework that uses directory services credentials (username/password)

to grant or deny access to supplicant devices wishing to communicate in an 802.1X
enabled network.

Supplicant — A user or device that is requesting access to a network that supports
802.1X.

Supplicant Certificate — The machine certificate and private key set loaded on the
device to identify the Extron device/workstation as an authorized user/machine in the
network supporting 802.1X.
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